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1
Decision/action requested

This pCR for TS 33.180 adds back in MSCCK functionality to allow back-compatibility with Rel-13.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

This solution adds back in functionality for MSCCK to allow for back compatibility with Rel-13.
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

*******************************FIRST CHANGE********************

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CMS
Configuration Management Server

CS
Crypto Session

CSB-ID
Crypto Session Bundle Identifier

CSC
Common Services Core
CSK
Client-Server Key

CSK-ID
Client-Server Key Identifier

GMK
Group Master Key

GMK-ID
Group Master Key Identifier

GMS
Group Management Server

GUK-ID
Group User Key Identifier

IdM
Identity Management

IdMS
Identity Management Server
JSON
JavaScript Object Notation

JWS
JSON Web Signature

JWT
JSON Web Token

KDF
Key Derivation Function

KFC
Key For Control Signalling

KFC-ID
Key for Floor Control Identifier

KMS
Key Management Server

MBCP
Media Burst Control Protocol
MCData
Mission Critical Data

MCPTT
Mission Critical Push to Talk
MCVideo
Mission Critical Video

MCX
Mission Critical Services

MuSiK
Multicast Signalling Key

MKI
Master Key Identifier

MSCCK
MBMS subchannel control key
OIDC
OpenID Connect

PCK
Private Call Key

PCK-ID
Private Call Key Identifier
PKCE
Proof Key for Code Exchange

PSK
Pre-Shared Key
SPK
SIP Protection Key

SRTCP
Secure Real-Time Transport Control Protocol

SRTP
Secure Real-Time Transport Protocol

SSRC
Synchronization Source

TBCP
Talk Burst Control Protocol
TGK
Traffic Generating Key

TrK
KMS Transport Key

UID
User Identifier for MIKEY-SAKKE (referred to as the 'Identifier' in RFC 6509 [11])

*******************NEXT CHANGE************************
5.9
Key management during MBMS bearer announcement 

When MBMS is used, the MCX Server and MC clients require a shared MuSiK to protect multicast signalling on the multicast bearer between the MCX Server and MC client. This includes MBMS subchannel control messages.

The MuSiK may be distributed using the ‘key download’ procedure or within the MBMS bearer announcement message sent to initiate use of a particular bearer. The security procedures are identical in either case and are described in clause 5.8.

A MSCCK and MSCCK-ID may also be distributed over the MBMS bearer announcement message. The MSCCK and MSCCK-ID are equivalent to the MuSiK and MuSiK-ID, with the sole exception that the MSCCK may only be used to protect MBMS subchannel control messages, and hence the MSCCK-ID has a different key identifier. The security procedures for distribution of the MSCCK are the same as for the MuSiK.
*******************NEXT CHANGE************************

9.2.2
Multicast Signalling Key (MuSiK)

The Multicast Signalling Key (MuSiK) is required to protect multicast RTCP signalling from the MCX Server to the MC client. The use of the MuSiK is shown in figure 9.2.3-1.
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Figure 9.2.3-1: Uses of the Multicast Signalling Key (MuSiK)

The MCX Server distributes the Multicast Signalling Key (MuSiK) to a client when:

- 
The MCX Server decides to use an MBMS bearer with the MCX client, and existing MuSiKs provided to the MC client are not suitable for protecting the MBMS subchannel control signalling. In this case, a MuSiK is distributed to the client to protect MBMS subchannel control messages. 

- 
The MCX Server decides to transmit group-related signalling (e.g. media control or floor control) over an MBMS bearer to the MC client, and existing MuSiKs provided to the client are not suitable for protecting this traffic. In this case, a new MuSiK is distributed to protect this group signalling.

-
The MCX Server decides to replace an existing MuSiK at any time. This may be due to revocation or expiry.

To distribute the MuSiK, the MCX Server invokes a 'key download' procedure as defined in clause 5.8 or attaches the MuSiK to a MBMS bearer announcement as defined in clause 5.9.
NOTE: 
It is expected that for the majority of MCX Groups and MBMS bearers, the participating MCX Server will use a single MuSiK. Where a MCX Group or MBMS bearer has privacy requirements, these procedures allow a new MuSiK to be distributed specifically for that purpose. Consequently, it is not expected that a new MuSiK will need to be distributed before each new bearer is established. 
Upon receipt of a MuSiK, the MC client shall store the MuSiK and MuSiK-ID. 

Upon receipt of multicast SRTCP, the MC client shall inspect the MKI of the SRTCP packet which shall contain the MuSiK-ID. The MuSiK-ID shall be used to lookup the correct MuSiK for decrypting the SRTCP packet.

MBMS subchannel control signalling may also be protected using a MSCCK. The MSCCK and MSCCK-ID are distributed within a MBMS bearer announcement as defined in clause 5.9. The MSCCK is used in the same way as the MuSiK, but the MSCCK may only be used to protect MBMS subchannel control signalling.
*******************NEXT CHANGE************************

Annex G (normative):
Key identifiers

The 'purpose tag' within the key identifier (e.g. GMK-ID) shall be the most significant four bits of the key and shall be used to indicate the use of the key.

-
0: the GMK shall be used for group communications.

-
1: the PCK shall be used to protect Private Call communications.

 -
2: the CSK shall be used to protect application signalling (XML and SRTCP) between the MC client and MC domain.

-
3: the SPK shall be used to protect application signalling (XML and SRTCP) between servers in MC domain(s). 

-
4: VOID

-
5: The MSCCK shall be used to protect MBMS subchannel control messages from the MCPTT Server to MCPTT clients.
-
6: The MuSiK shall be used to protect multicast signalling between the MCX Server and the MC Client.

-
7-15: not defined

In this way, the MC UE is able to identify the purpose of the key.
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